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(A)  Genera l  Quest ion 

(1)  In  Japan,  we have no formal  or  o ff ic ia l  lega l  def in i t ions for  appl icat ions of  IT and ICT wi th in the 

context  o f  cr iminal  procedures,  and there are no def in i t ions in  Japanese Cr iminal  Procedure Law 

(here in af ter  JCPL) or  the re levant  s tatutes.  But  in  the l i terature,  leg is la t ion,  and cour t  dec is ions,  

the term “ jyoho-g i jyustu”  means IT ( “ jyoho”  means in format ion and “g i jyutsu”  means technology)  or  

“ jyoho- tsush in-g i jyutsu”  ( tsushin means communica t ion) .  These terms have no prec ise def in i t ion,  

but  are genera l ly  used in  a s i tuat ion re lated to  h ighly  soph is t icated or  developed in format ion 

technolog ies.  Thus we use those terms wi th in the context  o f  cr iminal  procedures,  when sub jects  or  

issues re late  to  h ighly  sophis t icated or  developed in format ion technolog ies.  When i t  seems that  

those technologies may in f r inge our  in terests  (e.g.  pr ivacy) ,  we use these terms to demonstrate the 

impor tance o f  proper  react ions to  or  resolut ions of  issues wi th those technologies.   

(2)  The Japan Nat ional

ICT wi th in the cr imina l  just ice  system.  Under the d i rect ions of  the NPA, local  po l ice depar tments 

establ ished a  cyber  force,  a  specia l  task force to  implement  ICT,  and NPA i tse l f  establ ished a  cyber  

force center,  the head of  the cyber  force,  to  gather  and analyze in format ion f rom each cyber  force in  
 

∗  Impor tan t  no t ice :  th is  tex t  i s  the  las t  o r ig ina l  vers ion  o f  the  nat iona l  repor t  sen t  by  the  author.  The  Rev iew  
has  not  assured any  ed i to r ia l  rev is ion  o f  i t .  
∗  Assoc ia te  Pro fessor  o f  Law,  Kyoto  Un ivers i ty  
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e Japanese cr iminal  just ice system.  

 in format ion posi t ions for  law enforcement  

 enforcement .  

 the DNA database,  

 but  they do not  use the technique to prof i le  potent ia l  perpetrators or  

 enforcement  agencies can in tercept  

ged to  reta in in format ion for  law enforcement  agencies.  This  issue 

                                           

order  to  improve the i r  act iv i t ies 1 .    

(3)  Some pr ivate organizat ions prov ide ICT re lated serv ices to th

For  instance,  ant i -v i rus companies prov ide analy t ics  and in format ion on unknown computer  v i ruses 

to  the pol ice .  But  the i r  cooperat ion is  vo luntary and not  based on any statutes.  Thus,  law 

enforcement  off ic ia ls  cannot  force them to cooperate or  share conf ident ia l  in format ion wi th  them for  

precaut ionary act iv i t ies 2 .  

(B)  In format ion and Inte l l igence:  bu i ld ing

(1)  Al though in  l imi ted form,  data min ing is  used to bui ld  in format ion posi t ions for  law

NPA runs “CIS-CATS,”  a  database of  in tegrated in format ion on the features of  cr imes (e.g.  method,  

t ime and locat ion of  cr ime and prof i le  of  suspect  and so for th)  in  order  to  improve the eff ic iency of  

act iv i t ies and the accuracy of  dec is ion-making of  law enforcement  agencies 3 .  

(2)  Law enforcement  agencies can access some pub l ic  databases.  For  instance,

f ingerpr in t  database and CIS-CATS. However,  they cannot  access pr ivate  databases wi thout  a  

jud ic ia l ly  author ized warrant .  

(3)  The pol ice use data min ing,

r isk groups.  But  they could do so through CIS-CATS. 

(4)  Based on so-ca l led “Tsushin-Boujyu-Ho 4 , ”  law

te lecommunicat ions.  But  in  order  to  conduct  an in tercept ion,  they have to  obta in a jud ic ia l ly  

author ized warrant .  And that  warrant  requi res a h igher  degree of  suspic ion than “probable cause”  on 

a par t icu lar  cr ime.  Thus law enforcement  agencies cannot  use th is  sor t  o f  survei l lance for  

in te l l igence-gather ing act iv i t ies.  

(5)  Pr ivate ind iv iduals  are not  ob l i

has caused controversy about  the re la t ionsh ip between the r ight  to  conf ident ia l  communicat ion 5  

and at tempts to  f ight  h ighly  soph is t icated cr imes in  Japan 6 .   

 
1  See  NPA,  H E I S E I  24NE N  KE I S AT S U-HA K U S H O ,  a t  48  
2  See  Sogo-Secur i ty -Ta isaku-Ka ig i ,  Ara tana-Sa iba-Hanza i -n i -Kansuru-Kada i - to -Kongo-no-Ta isaku-n i - tsu i te ,  

-Sousa-no- tame-no-Tsush in-Bo jyu-n i -Kansuru-Hour i tsu”  
t ion  

a t  9 -10   
3  See  NPA,  supra  no te  1 ,  a t  87  
4  “Hanza i
5  §21 ar t .2  o f  Japanese  Cons t i tu
6  See  e .g .  NPA,  H E I S E I  23  NE N  KE I S A S T U-HA K U S H O ,  a t  55  
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f ic ia ls ,  but  i f  a  law 

agencies cannot  in tercept  e- t ra ff ic  data or  content  data in  real  

on §218 ar t .1  and §218 ar t .2  of  the JCPL,  law enforcement  agencies can access and 

e lecom companies or  ISP to share  data wi th  them. 

a l  

re  not  

ic  ru les on ICT-re lated ev idence in  Japan.  

ted ev idence,  which has led to  

problems wi th forged or  a l tered ev idence by law enforcement  agencies.  For  instance,  in  a  

(6)  Pr ivate ind iv iduals  are not  ob l iged to  prov ide in format ion to  law enforcement  of

enforcement  agency off ic ia l ly  requests a th i rd  par ty  to  submit  the i r  data,  they can prov ide i t 7 .  

(7)  Some methods are under  jud ic ia l  contro l  and others are not .  For  instance,  the in tercept ion of  

te lecommunicat ions is  under  jud ic ia l  contro l .  But  bui ld ing a  DNA database is  not  under  jud ic ia l  

contro l  i f  the law enforcement  agency can obta in the samples wi thout  coerc ion.  

(C)  ICT in  the cr imina l  invest igat ion  

(1)  Under  the JCPL,  law enforcement  

t ime.  

(2)  Based 

search in format ion systems for  e- t ra ff ic  data and content  data,  but  they cannot  se ize  the data i tse l f .  

In  order  to  secure the data ,  they copy i t  to  the i r  own medium or  more s imply they se ize  a desktop 

computer,  lap top or  server  as medium.  In  other  words,  they can on ly  se ize medium not  data.  And to  

f reeze data,  they can ask te lecom companies or  ISP to preserve the re levant  data for  6  months,  

based on §198 ar t .3  of  the  JCPL.  

(3)  Law enforcement  agencies cannot  force t

(4)  Video survei l lance is  a  common method of  invest igat ion in  Japan.  But ,  a  natura l  person or  leg

ent i ty  cannot  be forced to cooperate.  I f  a  th i rd  par ty  re jects  vo luntary cooperat ion,  law enforcement  

agencies must  se ize the i r  mediums to access or  secure the data  they need.    

(5)  Law enforcement  agencies may app ly  audio-v isua l  record ing of  in terrogat ions.  But ,  they a

obl iged to do so,  even when they in terrogate 'problemat ic '  suspects (e.g.  minors,  re tards or  

fore igners) .  This  is  one of  the most  provocat ive issues in  the on-going reformat ion of  the Japanese 

cr iminal  just ice system 8 .  

(D)  ICT and Evidence 

(1)  There are no speci f

(2)  There are no ru les on the in tegr i ty  and secur i ty  of  ICT-re la

                                            
7  §33 ar t .1  o f  “Ko j in -Jyoho-no-Hogo-n i -Kansuru-Hour i tsu”  
8  See  House i -Sh ing ika i  Sh in j i da i -no-Ke i j i -Sh iho-Se ido-Tokubes tuBuka i ,  Dai -13-Ka i -Ka ig i -G i j i roku  
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ery and d isc losure for  ICT-re lated ev idence.  

ICT re lated ev idence to a t r ia l  in  the 

eme Court  he ld that  tapes must  be in t roduced to a t r ia l  through a tape 

s not  prohib i t  the use of  d ig i ta l  and v i r tua l  techn iques for  the  reconstruct ion of  

y  a board consis t ing of  Judges and laymen (so-cal led “sa ibanin”) ,  the re levant  lawyers tend 

 

                                           

wel l -known br ibery case,  the prosecutors a l tered the dates of  documents in  order  to  e l iminate a 

contradic t ion  in  the i r  case. 9   

(3)  There are no speci f ic  ru les on the admiss ib i l i t y  o f  ev idence for  ICT-re lated in format ion.  

(4)  There are no ru les on d iscov

(5)  There are no ru les for  evaluat ing ICT-re lated ev idence.   

(E)  ICT in  the t r ia l  s tage 

(1)  A l though there are no speci f ic  procedures for  in t roducing 

JCPL,  the Japanese Supr

player 1 0 .  And in  pract ice,  ICT re lated ev idence must  be in t roduced in  an appropr ia te way to  revea l  

i ts  contents 1 1 .   

(2)  There is  no procedure for  d is tant  in ter rogat ions.  

(3)  The JCPL doe

events.  

(4)  In  many cases,  audio-v isua l  techniques are used to present  ev idence dur ing a t r ia l .  In  cases  

judged b

to use audio-v isua l  techniques in  order  to  make thei r  ev idence and cases more understandable for  

laymen.  However,  the use of  such techn iques remains controvers ia l  because some techniques make 

so st rong an impress ion that  laymen might  misunderstand the probat ive va lue of  ev idence or  suffer  

menta l  s t ress (e.g.  PTSD).  

(5)  Under  the JCPL,  i t  is  impossib le to  replace paper  case f i les w i th  e lect ronic  ones,  and there are 

no developments towards d ig i ta l iz ing t r ia l  proceed ings.  

 
9  Th is  a f fa i r  i s  so-ca l led  “Osaka-Ch iken-TokuSoBu-Shun in -Ken j i -Shoko-Ka izan-J iken” ,  see  
h t tp : / / ja .w ik iped ia .o rg /w ik i /大阪地検特捜部主任検事証拠改ざん事件  
1 0  See  Dec is ion  o f  the  Supreme Cour t  on  March  24,  1960,  Keishu [Supreme Cour t  Repor te r  in  Cr imina l  
Mat te rs ]  Vo l .  14 ,  No .  4 ,  pp .  462 f f .   
1 1  See  Matsuo e t  a l . ,  J Y O -KA I -KE I J I -SO S H O H O 4 T H  E D . ,  a t  668 
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