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Introduction

Although the right (and the obligation) to investigate criminal conduct lies exclusively with the State,
the cooperation of the accused with law enforcement authorities in criminal proceedings to establish
substantive justice is now recognised by law in almost every country in the world. Many forms of
cooperation with the prosecution are accepted in the criminal procedure codes of different nations, but
for all of them, the emergence of artificial intelligence (Al) brings new opportunities for the defendant
who chooses to cooperate with the authorities involved in the criminal justice system. By Al we mean
the ability to think creatively and deductively, — including primarily learning, - by machines and the
programs and algorithms behind the entities that run them, which will enable the machines to make
decisions autonomously.? In another worlds, artificial intelligence (Al) leverages computers and
machines to mimic the problem-solving and decision-making capabilities of the human mind,? so they
are systems that act like humans.* In particular, the use of Al in cooperation with law enforcement
authorities is worthwhile for large companies and legal entities with international activities and a
dominant role in market competition, where an inadequate organisational culture allows the
commission of criminal offences within the company, sometimes using it. Nowadays, in the field of
criminal compliance activities, some companies are making serious efforts to build up internal
investigation and control methods. For them, cooperation with public law enforcement authorities to
investigate the crime and gather evidence is rewarding if the subsequent criminal sanctions that may
be imposed are reduced or even waived by the authorities — because of the cooperation.’> This special
report shows the potential of using Al in criminal proceedings and e-discovery processes in internal
investigations for defendants and legal persons who prefer to cooperate with the authorities. E-
discovery is a form of digital investigation that attempts to find evidence in e-mail, business
communication and other data that could be used in criminal proceedings.®

1. The systematic positioning of negotiated proceedings among the instruments that speed up and simplify
criminal proceedings

In recent decades, the issue of simplifying and speeding up criminal proceedings has become a priority
in the field of criminal justice under the rule of law. As early as 1987, Recommendation No R(87)18 of the
Committee of Ministers of the Council of Europe’ listed a number of ways of simplifying criminal
proceedings, from investigation through prosecution to trial. These include the possibility of
discretionary prosecution (or discretionary criminal investigation/discretionary criminal law
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enforcement in general), including the right to discretionary closure of proceedings, with appropriate
compensation for the victim (1). The use of judicial jurisdiction measures with the same purpose as
discretionary criminal investigation/discretionary criminal law, — with the consent of the aggrieved
party, — also simplifies the criminal procedure (2). The 'classical method', the decriminalisation of minor
offences, is particularly useful for traffic, tax and customs offences (3). Abbreviated (sommas) or written
procedures can be used for offences where the factual elements take precedence over the elements of
guilt in the adjudication (4). These first four elements barely enter into the definition of ,negociated
procedings”.

Out-of-court settlements can also greatly facilitate the speeding up of criminal proceedings. These may
include, — among other things, — the payment of a sum of money to the State or a public institution, or
the restitution of property obtained by means of a criminal offence, with compensation for the aggrieved
party's loss (5). Examples of further simplifications of the criminal court procedure include alternative
sentencing procedures?, so-called pre-trial investigation procedures in the case of a confession by the
accused, and solutions to simplify court records and sentencing (6).

Based on the procedure the main ways of simplifying and speeding up the procedure are as follows:?
a) during the investigation:

e diversion: since the 1970s, there have been two main types of diversion from the criminal justice
pathway in Europe: discretionary accusation principle and mediation, which are not belong to
negotiated procedures’?;

payment of a certain amount of money: for minor offences, the proceedings can be terminated after
payment of a certain amount of money; nowadays such settlements are also possible for major
offences of business criminal law in several countries (see for example DPA — deferred prosecution
agreements — and NPA — non prosecution agreements — that are used in the US for transnational
bribery and big frauds among other crime. )!!

b) after the prosecution, but before the trial:

e sentencing order: in the case of minor offences and offences threatened by minor penalties, the court
decides on the basis of the case file, — on the prosecutor's motion, — without holding a trial and
without taking evidence;!?

e asimplified trial: if the accused consents, the accused's criminal responsibility is assessed in a simpler
evidentiary procedure in the hope of lighter sentences;?

c) a settlement (plea bargain).4

The out-of-court settlements and plea bargaining (in the court) may represent two different realities.
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Hungarian law regulates four legal institutions belonging to the broader range of plea-deals:

1. Cooperation with the suspect: if a person with a reasonable suspicion of committing a criminal offense
cooperates in the investigation and proof of the case (or other criminal case) to such an extent that the
national security or law enforcement interest in the cooperation outweighs the criminally suspected as
an interest in bringing a person reasonably suspected of having committed a criminal offense,
depending on the stage of the proceedings, the prosecution rejects the application (Section 382) or
terminate the proceedings (Section 399).

2. The conclusion of an agreement: before prosecution, the public prosecutor's office and the accused
may reach an agreement on the confession of the guilt of the crime committed by the accused and the
consequences thereof (Section 407).

3. Admission at the preparatory meeting: at the preparatory hearing the accused may plead guilty to
the offense for which he has been charged and may waive his right to a trial within the scope of the
confession. If the court accepts the declaration of guilt, it does not examine the merits of the indictment
and the question of guilt.

4. Agreements concluded under the Conservation Program.

In addition, there are even more places to find a legal institution in the Criminal procedure, that bears
the character of an agreement. Thus e.g. the prosecution of a “prosecution reprimand” requires the tacit
consent of the accused (since if he complains about it, the investigation must continue). The same is true
of adjournment, where, in addition to tacit consent, there may be further consensus in the background
(eg compensation, reparation, etc. by the accused, the indictment is difficult to imagine without prior
consultation of the prosecution and defense, even with the victim involved). And in the same way, there
is a tacit agreement in criminal proceedings, and in many cases it can only be brought before a court
only because, on the basis of a preliminary discussion and consensus, the accused sees that he or she is
quicker (and the practices shows it's comes with a lenient sanction) he/she can expect to be held
accountable. Thus, at the beginning of the proceedings, three more accelerating institutions are available
(stands before court, penalty order, settlement) and their number decreases over time, and no such
separate simplification procedure is possible during a normal hearing.

It is clear that there are numerous possibilities at the investigative (prosecutorial) stage of criminal
proceedings to divert the proceedings from the traditional judicial route and to complete the
proceedings, in whole or in part, following an agreement with the defence. With the use of Al it is easier
to select the cases where it is possible to reach an agreement at all, and further time and cost savings can
be achieved within the given procedure by using Al The Al e.g. can examine what types of cases have
previously been settled and what other characteristics of these types of cases made it likely or unlikely
that a settlement could be reached.

Among the solutions for simplifying and speeding up criminal proceedings, it is worth examining the
role of Alin plea bargaining (3).

Discretionary proceedings or discretionary prosecution (1) is essentially the simplest form of diversion: the
prosecutor, or in some countries even the investigating authority, simply decides not to investigate or
prosecute the case. The main reason for this may be the low degree of danger to society (no crime is
committed in the absence of danger to society) or if the authority considers that there is no other reason
to prosecute the person or act in question. In the discretionary prosecution/discretionary indictment
process, the role of Al can be to select cases, based on the data input, where either the circumstances of
the offence or the circumstances of the guilt may justify a non-prosecution. For example, the probability



of this may be greater in the case of theft of a smaller value or crimes committed with possible intent. It
is a huge task for the prosecution or the investigating authority to compare and select a large number
of cases based on predefined criteria, whereas the Al can easily select, based on predefined criteria, the
types of cases or offenders for which or for whom it is generally justified to terminate proceedings or
not to prosecute. An example of this is the scientific theory of the so-called "quasi-repetitive approach"
("Near-Repeat-Ansatz"), according to which predictable patterns are available for certain types of crime
(e.g. burglary) because serial criminals have recurring patterns of behaviour based on rational selection
of victims and cost-benefit analysis.!> Predictive policing is about using statistical methods, — often with
the help of Al — to try to predict when and where a crime will be committed, and even to determine
when and where it will take place. The fundamental aim is to prevent crimes from being committed on
the basis of this forecast. More recently, predictive methods have included the first Al-based software,
such as PredPol, Precobs, HART, X-LAW, Keycrime; However, predictive policing can also be useful in
helping to decide on discretionary prosecution/discretionary indictment, as it provides information on
whether the person is likely to re-offend or repeat the offence (risk assessment tool). If the answer to
this question is the negative, a decision to discontinue the proceedings or not to prosecute can be taken
more easily, — even after considering other factors.

The role of Al in mediation can arise from two perspectives. On the one hand, it is necessary to select
those cases that are suitable for mediation. In practice, Al is useful here not necessarily because there
would be so many cases suitable for mediation that the prosecution would be significantly relieved of
the burden of a faster selection, but rather because it could be relevant for providing more objectivity in
decision-making. It has been observed that in many cases the prosecution decides on the basis of
individual, subjective criteria whether or not to refer a case to mediation, which violates the principle
of equal treatment. Al cannot be accused of this kind of bias, as it selects cases for mediation based on
pre-loaded, objective criteria. Al has very much been accused in the litterature to reproduce human
biais’e.

On the other hand, the question arises as to whether Al can play the role of mediator in a mediation
process. That is, could the Al rather than a living person, be the mediator in the mediation process (or
part of it)? The answer also depends on whether we are talking about so-called small group mediation
(which is essentially based on the parties and the mediator acting separately) or large group mediation
(which is based on the parties and the mediator acting together). Generally, where there is large group
mediation, there is also small group mediation, i.e. the parties meet the mediator separately before
meeting together, or there may be separate discussions after the joint meeting. AI will likely play a more
important role in small group mediation, with a particular emphasis on the preliminary assessment
stage, but this will not significantly speed up or simplify the process. In conclusion, mediation is an
important legal instrument to reduce the caseload of the authorities, speed up procedures, prevent
crime more effectively and, above all, recover the damage caused by crime as soon as possible,'” and Al
can play a role in this respect, in particular in the selection of cases and data processing.

Plea bargaining in the broad sense (3) is a plea bargaining process whereby the accused admits guilt in
the hope that in return for the admission the state will be more lenient towards him or her.'® According
to the relevant literature, there are several arguments against plea bargaining.!® Examples include, but
are not limited to, the serious risk of convicting the innocent; or that plea bargaining gives an unjust
advantage to the accused who cooperates with the authorities over his non-dealing accomplices since
those who insist on the due process under constitutional law receive a heavier sentence than their plea
bargaining counterparts. However, plea bargaining is often ineffective; the result is a lower sentence
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with a lower deterrent effect. Substantive justice is seldom obtained; the plea bargainer often saves his
skin by making a false confession. Too many things in plea bargaining depend on the person and
professionalism of the defender, and in these proceedings there is the possibility of judicial and
prosecutorial bias and possible revenge. The chances of rehabilitation of convicted persons in plea
bargaining procedures are also reduced. However, there are also many arguments in favour of plea
bargaining. One such argument is that sentences are handed down very quickly, which promotes the
trial economy. The accused will receive a lighter sentence, thus eliminating the risk of a disproportionate
sentence being imposed in a public trial, but neither the prosecution nor the defence will feel like losers
at the end of the proceedings. A cooperating defendant can also help to bring the other alleged
perpetrators to justice as soon as possible, thus rewarding the cooperation of the accused with real
concessions.?! It can be seen that the arguments for and against plea bargaining are linked, as BOCZ
expressed it: the dangers are no different from the benefits themselves — in reverse.?

2. Artificial intelligence and criminal compliance in investigations

Criminal compliance refers to the measures taken in the corporate sector to avoid breaches of
criminal law and, as a consequence, prosecution and specialisation in criminal law;? or, in the case of
an offence already committed, to request the authorities in charge of criminal matters to carry out a
post-crime investigation, to evaluate the series of offences, to determine the organisational response to
them. The main goal of the corporation in tis kind of negotiated proceedings is to propose an out-of-
court settlement in order to “clean” the case and close it without a costy criminal procedure. One of the
tools of criminal compliance is an internal investigation, which is a control procedure — within an
organisation, — the aim of which is to investigate and evaluate a past event within the organisation, — in
our case the event — that led to the criminal offence. An internal investigation is therefore an
organisational response to the suspicion of a criminal offence,* which is the repressive aspect of
criminal compliance.?

It is worthwhile for the company to invest financial resources in internal investigation because its
willingness to cooperate in this way after the offence has been committed may result in exemption from
criminal liability by the criminal authorities or in a significant reduction in the level of the penalty
imposed.? In the event of detection of the infringement, collection of evidence supporting the
infringement and its transfer to the investigating authority, or cooperation with law enforcement
authorities, the criminal sanction may be replaced, in some cases, by an intra-company sanction, with
no accusation. The internal investigation also makes it possible to deliver evidences to the public
prosecution authorities in order to ask them to go for an out-of-court settlement. Internal investigation
may also have a criminal preventive effect, which means it may prevent further offences from being
committed within the legal person. Indeed, if it is clear to the company's managers and employees that
their infringing acts will be detected in an internal investigation, they are likely to refrain from
committing them. In corporate criminal compliance, Al can be used in prevention (through early case
assessments), in review (through post-case studies) and in the process of collecting and evaluating the
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facts and evidence that determine each cases.? In particular, the latter algorithm application technique
can be useful for the investigating authority in terms of accepting the intention of the defendant to
cooperate. The Al helps to filter and classify data content according to specific aspect, automatically
identifying concepts and the documents that can be associated with them. The data can come from a
variety of sources; facts and information stored on servers in banks, financial institutions, hospitals, etc.
can be subject to scrutiny. Data can be not only extracted and collected, but also analysed by the AL In
addition to revealing the interrelationship between individuals and organisations, so-called advanced
analytics can also be used for emotional analysis, i.e. to select documents by tone or topic. Process analysis,
in turn, suggests a model for achieving more efficient performance and filtering out risk factors.2s For
example, using Casepoint Advanced Analytics, it has been reported that the algorithm was used to conduct
an internal audit of a multi-billion dollar international company for only $200,000 and two weeks, which
would have been impossible to do so cost-effectively and in such a short time using manual tools.? In
this complex Foreign Corrupt Practices Act (FCPA) Investigation, the client had an enormous amount
of data set that needed to be reviewed in a tight time turn around.*The international company was
supposed to collect 60,000 documents, mostly in Japanese language, and evaluate them from a criminal
law perspective within two weeks. Budgetary constraints and an unrealistic deadline posed a major
challenge, as in addition to analysing and evaluating foreign language documents, knowledge of the
local legal framework was essential to assess the activities of a multinational company operating in
several countries. By running the algorithm purchased by the multinational company, a keyword search
of the company's correspondence system for its managers and employees in both English and Japanese
was made possible. (Of the 60,000 documents originally covered, only 600 remained in the filter after
the keyword search.) Translation and local attorney's and legal adviser's fees, which would have
represented a significant part of the criminal costs in a possible criminal prosecution, were, as a result
of the internal investigation using the algorithm, eliminated. From a financial point of view, it is
therefore clearly worthwhile for the prosecution to accept the defendant's offer that the company
involved in the criminal proceedings will hand over to the law enforcement authorities the evidence
obtained from its internal investigation using the Al This not only saves time and money for the
authorities but also helps to increase the efficiency of investigations. Furthermore, the accurate and
rapid collection and processing of huge amounts of unstructured data (such as video footage, images,
emails and other text files), cognitive data analysis not only contributes to the effectiveness of the
investigation but is also of crucial importance from a preventive point of view. If the company’s
management and employees know, that the internal control system is active and it filters out the
potential legal violations, they will nnot commit crimes, knowing that punishment is inescapable. Not
to mention that manual data processing and evaluation cannot exclude the risk elements of human
factors, such as errors due to bias.3! Of course Al does also make errors (false positive and false negative
answers, solutions as well), as we can read it mosty in the US or UK literature.

At the same time, cooperation also brings certain benefits for the defendant or the legal person involved
in the offence. Although in the absence of mens rea, the majority of the criminal codes of the continental
European countries, which have been brought up on traditional criminal law doctrine, do not allow for
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the guilt and thus the criminal liability of the legal person (there are some exemptions such as France),
most national legislation does allow for the imposition of specific penalties (for example criminal fine,
prohibition from certain activities, or even termination) in criminal proceedings or, more importantly,
the application of criminal law measures against the legal person involved in the offence. Typically, this
is possible in cases where a legal person's manager or a member of its supervisory board commits a
criminal offence using the legal person, such as cartel offences, fraud, money laundering, etc. In such
cases, the detection of unlawful conduct within the company is not only worthwhile for the legal person
because of the reduction (or even remission) of the sanction in exchange for cooperation, but also
because of the shorter period the legal person is subject to criminal proceedings, the less damage to its
entrepreneurial prestige. If the relevant data concerning the persons identified by the investigating
authority are collected and filtered through Al-driven tools, voluntary fact-finding and data provision
can be essential aspects of cooperation to facilitate unlimited reduction of the sanction. In the US, the
Al-based, so-called Filip Factors have already been developed, which provide a summary of the criteria
which the prosecution decides whether to prosecute (or the termination of the investigation) a legal
person in a particular case, concerning the criminal compliance activities of the enterprise.* Among
these criterias, in the section on "Confidential reporting and investigation", we find questions urging
the use of Al in corporate internal investigations, such as: ,Does the company have an effective way of
collecting and analyzing allegations of misconduct?”3* Although the purchase of the Al tools and their
application in a regulated legal framework requires a significant financial investment for businesses, it
is still worthwhile for the legal person, as compliance with a cooperation agreement based on the use of
Al may result in exemption from prosecution or at least a significantly reduced sanction. The
corporation’s willingness to cooperate with the prosecutors is reflected in how efficiently it collects and
evaluates the data used in its own activities, and how willing it is to filter them and hand over the
relevant data to the prosecutor’s office.®

The criminal justice authorities must enforce certain procedural guarantees when cooperating with the
defendant. The legal norms and regulations governing internal investigations are constantly evolving
and cover several areas of law (for example labour law, healthcare rules, and data protection provisions)
and can be generally stated, they do not reach the level of fundamental rights guarantees that are
necessarily applied in criminal proceedings. It is a fact that companies are now increasingly expected to
facilitate the internal analysis of their fact-finding processes, and the adaptation of Al-based system and
e-detection tools is probably the most effective way of doing so. The results of the company internal Al
based system and e-detection can only be used as evidence in criminal proceedings without prejudice
to the requirement of due process and under conditions of guarantees. The most important condition is
transparency, that is, to ensure that the operating mechanism of the e-detection algorithm, based on
sophisticated technology, is known to the prosecuting authorities. As there are no generally applicable
rules for the use of electronic discovery, the basic assumption is that any such procedure is a "black
box".”% (The introduction of such rules would gradually become necessary, namely within the
framework of hard law.) Thus, to be able to use the evidence obtained from the AI in criminal
proceedings, the authorities need to know in advance what the expected outcome of the Al will be in
the specific case, what technology will be used, what databases will be processed, and what monitoring
and quality control processes will be in place during the execution of the task. Open and constructive
communication between the company and law enforcement authorities is important, especially
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regarding the type of algorithm chosen, which should be demonstrated in advance on a sample project
involving a narrow database.?” Therefore, a given algorithm is not a useful tool even if it is useful in the
process of discovering material legal facts, if its operating principles and structure are not transparent
for the subsequent user bodies, and the authorities in criminal cases. In this case, the voluntary
acquisition and transfer of evidence in the framework of criminal compliance activities does not add
value to the investigation by the authorities and cannot be used as a basis for cooperation. Furthermore,
as a fundamental requirement of the rule of law criminal procedure is to ensure a fair trial, this requires
in our case the emergence of a new type of legal role: a generation of lawyers with a solid knowledge of
the technical background of the use of Al and how it works, and who can use this knowledge in their
legal arguments in the courtroom, if it is necessary. But mainly the aim of the internal investigation is
to avoid the courtroom and gain an out-of —court settlement.

Summary

The emergence of artificial intelligence (AI) brings new opportunities for criminal justice. Nowadays,
criminal compliance activities are becoming more and more widespread among businesses with serious
economic activities, as the development of internal investigation and control methods can be a useful
tool both in terms of prevention and in cooperation with law enforcement authorities. Data processing
using artificial intelligence makes available a wide range of evidence that would be impossible to collect
and assess — using traditional law enforcement tools and techniques, — mostly relying on human
resources. The deployment of Al tools and their operation within an appropriate legal framework is
truly motivating for businesses if they can benefit from the fact-finding data and information collected
and selected by AI during their internal investigations and cooperation with law enforcement
authorities. This benefit is nothing less than a significant reduction in the duration of any subsequent
criminal sanctions that may be imposed, and even the elimination of the fear to be prosecuted. The
cooperation is also worthwhile for the criminal justice authorities, as the use of Al-based evidence in
the context of the integral investigation activities of the company is a significant time and cost-saving
factor in criminal proceedings.
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